Introduction
In the 1980's the main interoperability challenge for enterprises was to support syntactic interchange of information within organisations. In the 1990's the challenge advanced from syntax and structure to address semantics. One solution to this is to use service oriented architectures where service interfaces can be clearly defined. The challenge for the early 21st century is an increase in abstraction, to support interoperability between enterprises where non-functional requirements of security and quality of service must be enforced too. Within organizations these non-functional requirements are often stated as service level agreements (SLA), while when the enterprise takes the form of a virtual organization (VO) consisting of multiple legal entities the embodiment of these requirements is as VO agreements, partial contracts or partnership agreements which are supplemented by SLA. The TrustCoM project1 is developing a framework for trust, security, and contract management, for secure, collaborative business processing and resource sharing in dynamically-evolving VO. The term "TrustCoM Framework" stands for the principles and paradigms, the processes and functions, and the architecture and the technology that underpin trustworthy, secure, and contract-driven operations of VO.
The TrustCoM Framework includes the following components: a set of semantically well-founded concepts and relationships for describing and reasoning about trust and security in dynamic virtual organisations. This forms the meta-model of the TrustCoM framework; an abstract architecture reflecting these concepts, and providing a flexible structure and organising principles for systems based on the framework; profiles extending existing open specifications of services and protocols, or showing how they can be used together to implement the TrustCoM framework. The TrustCoM framework is heavily based on the proposals of Dimitrakos (2003) for a framework for trust and security within a service oriented architecture, where the management of risk is the main basis for decisions. The remainder of the paper describes the vision behind the framework, then some of the key concepts, the architecture, a hint towards the specifications and generic tools to implement it, and then an outline of the practical demonstration and evaluation of the framework. Since the TrustCoM project is only half way through its three years at the time of writing, many issues have been identified but not yet resolved, so the final conclusion outlines some future plans to address these problems.
The TrustCoM Vision
The TrustCoM vision is compatible with others in the world of service oriented architectures, Web Services, the Grid, or the utility/appliance information world. From this general outlook, the TrustCoM vision is distinguished by its focus on trust, contract and security management. VOs are created when consortia of legal entities wish to work together to produce a product, provide a service or tender for a contract, but do not wish to either have one contracted party to which the others are subcontracted, or to create a new legal entity which they jointly own. VOs can be created quickly, and undertake their role for a very brief period of time, or exist for the longer term. VOs can be established by a general VO agreement (GVOA) which outlines the legal framework for the
